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Description 

This invention relates to coded items for labelling 
objects such as vehicles, credit cards and jewellery, and 
is particularly us ful for the invisible labelling of such ob- s 
jects with security marks to enable the objects to be 
identified or their origin to be identified. 

Many methods are employed to protect merchant- 
able items from theft or forgery. Car chassis and engines 
have serial numbers, credit cards have holographic 10 
icons, etc. Ultimately, all these devices can be defeated 
by either removal or replication. Ideally, an item would 
be marked with a security device which was impossible 
to remove or replicate, or where the effort required to 
remove or replicate it exceeded the value of the item is 
itself. 

There have been several methods devised for the 
production of particles which carry some form of infor- 
mation in such a way as to allow the particles to poten- 
tially be used as a method of marking or identifying an 20 
object. These constitute the prior art to the invention. 
Dillon, for example (US-A-4 243 734) describes micro- 
dots carrying indicia identifying the owner of an article. 
The microdots are small pieces of foil which carry the 
printed indicia and which are mechanically cut from a 25 
larger sheet of foil. Because of the nature of the cutting 
process, the microdots are restricted to one of several 
polygonal shapes, the preference being square of side 
typically from 0.003 inches (76 micrometres) to 0.125 
inches (3100 micrometres). LaPerre (US-A-4 329 393) 30 
describes particles carrying information by way of visu- 
ally distinguishable coloured layers. The particles are 
produced by the random comminution of brittle lami- 
nates, and have therefore irregular and uncontrolled 
shape, with typical sizes along the broadest dimension 35 
of between 15 and 1000 micrometres across the col- 
oured layers. Stevens (US-A-4 390 452) describes sim- 
ilar particles which carry information by way of one or a 
number of identifying features such as coloured layers, 
fluorescent or phosphorescent material layers, or the 40 
presence of trace elements. Again, the particles are pro- 
duced by the shattering of brittle laminates into irregular 
broken pieces, with typical sizes along the broadest di- 
mension of between 15 and 1000 micrometres. In all of 
these methods, the shape of individual particles is either 45 
uncontrolled or is restricted to one of several simple po- 
lygonal geometries. The information carried on these 
microparticles is either alpha-numeric or colour codes. 

According to a first aspect of the invention there is 
provided a microparticle which is invisible to the naked so 
eye and which is marked with digitally-coded machine 
readable information, characterised in that the micro- 
particle is in the form of a wafer whose thickness is from 
0.1pm to 5ujti and whose width and length are both in 
the range of 0.5pm to 50um ss 

The invention also provides a tagging compound 
comprising a powder, fluid or gas mixed with one or 
more set or sets of microparticles according to the first 



aspect of the invention, such that the presence of the 
microparticles is undetectable to the naked eye. 

The invention also provides a method of marking an 
object invistoly with a machine-readable code, compris- 
ing applying to the object a set of microparticles of the 
above type. 

By applying such microparticles to an item, the item 
can be marked extensively or even covered without de- 
tracting from its aesthetic or practical purpose. 

Preferably, the microparticle is of silicon or silicon 
dioxide. Such particles can be made by micromachin- 
ing. 

Silicon micromachining is a process developed 
from the electronics industry. The processes and tech- 
niques used in silicon micromachining are based largely 
upon the highly refined fabrication technology used in 
semiconductor manufacture - with the objective in mi- 
cromachining being the creation of microscopic physical 
or mechanical structures on silicon wafer substrates as 
opposed to electronic circuitry. 

It has been shown in The Production of Precision 
Silicon Micromachined Non-spherical Particles for Aer- 
osol Studies - Kaye, P H., Micheli, R, Tracey, M., Hirst, 
E., and Gundlach, A_M. Journal of Aerosol Science. Vol. 
23, Supplement 1 , pp 201 -204, 1 992, that extremely uni- 
form microscopic particles of silicon or silicon dioxide 
(glass) or a metal such as aluminium, silver, or gold, can 
be made using the process of silicon micromachining. 
These particles may be of dimensions from about O.Sujh 
to 50pm or more across, and from about 0.1 to 5pm 
thick. (A printed period mark by comparison is typically 
500 pm across). The shapes of the particles are de- 
signed using a computer-aided-design (CAD) pro- 
gramme and may be of virtually any desired form within 
the limitations mentioned above. A single silicon wafer 
of normally 7.5cm (3 inch) or 20cm (8 inch) diameter is 
used as the substrate on to which the desired particle 
shapes are projected using an optical mask or directly 
drawn using so-called e-beam writing. The particles are 
subsequently formed on the wafer using the deposition 
and etching processes of silicon micromachining. Typi- 
cally 200 million particles can be formed on a 7.5cm (3 
inch) wafer, each of the particles accurately defined in 
size and shape. Normally all the particles on one wafer 
are designed to be of identical size and shape so that 
when the particles are freed from the wafer substrate 
(using a further etching process) one is left with a sus- 
pension containing a single particle type. 

In the preferred example, apart from the shape of 
each particle being defined, each particle is marked with 
pits, holes, notches, or other marks so that it is charac- 
terised by a unique mark. The marks may form a binary 
code or some other encrypted coding which only the de- 
signer of the particle may have access to. Each particle 
could then carry a code of typically several hundred bi- 
nary 'bits' of information. 

In order unambiguously to optically image a unique 
binary number etched in the form of pits, holes, etc. 
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forming a pattern on the micropartic!e t it is necessary 
for each constituent mark which represents a binary bit 
of the number to satisfy Abbe's Condition for the micro- 
scopic imaging system in question. With white light illu- 
mination and a microscope objective of Numerical Ap- s 
enure 0.5 the bit spacing should typically exceed ap- 
proximately 1.2 micrometres. Such an objective, in re- 
flector form, can display a working distance of approxi- 
mately 16mm and a usable depth of field of approxi- 
mately 5 micrometres. Such a microscope would be 10 
suitable for the analysis of objects such as credit cards 
or identity cards. Microscopic analysis of larger objects 
would either require a sample to be removed for analysis 
(for instance a paint sample from an automobile) or 
would require the design of a microscope mounting spe- is 
cific to that application (for instance a magnetic mount- 
ing or precisely defined objective to base distance such 
that when held on a plane it is in focus). 

An alternative to microscopic analysis would be of- 
fered by the employment of a scanning system (analo- 20 
gous to a very high resolution bar code reader*) employ- 
ing a laser beam and appropriate optics to produce a 
narrow, collimated beam in conjunction with electronics 
to control the beam and interpret the interaction be- 
tween the beam and the object under scrutiny. Such a 2s 
system could offer a focused working distance range 
sufficient to allow hand-held scrutinisation instruments 
to be employed. 

Additionally the particles should be patterned in 
such a manner as to ensure that ambiguous pattern in- 30 
terpretation cannot occur in the case of 90, 180 or 270 
degree rotation from the intended viewing orientation; 
ambiguous interpretation due to imaging the micropar- 
ticie's inconect face should also be precluded. The ad- 
dition of unique comer patterns could be employed to 35 
achieve this. A particle meeting this design constraint, 
when imaged by a microscope, will form an image on 
the imaging element of a video camera. This image, in 
electronic form, can be digitised and processed by a 
computer using image processing software. Numerous *o 
conventional algorithms can be employed by this soft- 
ware to uniquely identify the morphology of the imaged 
microparticle. Their operation would typically involve: 

(i) Delineating the object image from its back- 45 
ground. This operation could be performed by a 
general purpose commercial image processing 
package such as Optimas or Visilog. 

(ii) Interpreting the morphology of the object in order 

to ascertain the pattern of marks and hence the so 
unique binary number. This operation would prob- 
ably employ custom-written software to interpret the 
data produced by (i). 

A suspension of particles, all having identical code ss 
markings, may then be used to uniquely identify an ob- 
ject and thus act as a security tag. Examination of the 
particles on the object can be achieved for example with 



an optical reader similar to (though of higher resolution) 
than a bar-code reader found in supermarkets, and the 
code contained on the particles then identifies the right- 
ful ownership of th object. 

For example, an item of jewellery such as a gold 
necklace could be coated in part or whole with a trans- 
parent lacquer containing a suspension of particles. The 
lacquer would dry to become invisible, and the particles 
contained, though invisible to the human eye, could nev- 
ertheless be viewed using a suitable magnifying device 
so as to reveal the hidden identity code. To avoid the 
possibility of the lacquer being removed by a solvent 
(thus removing the particles as well), the particles could 
be stamped into the jewellery at the time of hallmarking, 
thus becoming essentially part of the item itself, resilient 
to removal without totally removing the hallmarks (which 
would normally significantly reduce the value of the 
item). 

Another example could be the unique marking of 
credit cards and similar 'plastic' devices for electronic 
financial transactions, or paper currency or security 
bonds etc. The cards could be marked at some point(s) 
with an 'ink* containing the particles. Again the particles 
would each carry a copy of a unique coding tag which 
could be traceable to the rightful owner of the card. An 
imaging system, again like a bar-code reader, could be 
used to 'read* the data on the particles and ascertain the 
authority of ownership. Removal of the ink and particles 
would render the card invalid. 

Another example would be to apply the particles (all 
having the same code) with the top layer of paint or var- 
nish onto a motor car. The particles, invisible to the na- 
ked eye, would not detract from the appearance of the 
vehicle. By coating the whole vehicle, inner facing pan- 
els included, with this coded paint, a potential thief would 
have to remove all the paint from the vehicle to remove 
all the particles in order to prevent its true identification 
becoming known. Such a process, and subsequent re- 
painting, would involve so much labour as to render the 
original theft non-profitable. Typically, one particle per 
square millimetre of surface area would be required to 
coat the vehicle. This may amount to 20 million particles 
per vehicle, i.e. corresponding to approximately one- 
tenth of a 7.5cm (3 inch) wafer's worth. 

A further example would be to incorporate the par- 
ticles in so-called security smoke devices. These devic- 
es are found for example in hole-in-the-wall cash ma- 
chines and armoured vehicles. They release automati- 
cally a smoke dye to cover the currency and possibly 
the thief when disturbed. The particles would also cover 
the currency and thief and, because they would carry a 
unique code, would provide a means of linking a specific 
item of currency or person to the specific incident. 

Any item could in theory be marked in this way to 
provide identifying security marks. The particles have 
many advantages including that (i) they can be made 
identically and in huge numbers by the process of mi- 
cromachining - they can be made if desired in silicon 
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dioxide, i.e. glass (coloured if required) and as such be 
impervious to most acids etc., (ii) their production, e.g. 
through the process of micromachining, is non-trivial 
and requires highly specialist equipment and skills, thus 
unauthorised r plication of the particl s would be very 
difficult to achieve, and (iii) they are essentially invisible 
to the naked eye. 

If more information is required to identify an article, 
a mixture of two or more sets of differently-coded parti- 
cles could be applied, at the cost of longer read-time by 
the optical scanning device. 

Although in many examples it is appropriate to coat 
outer surfaces of the objects with the identifying parti- 
cles, it is envisaged that liquids and other fluid materials 
such as drinks, fuels and perfumes could be marked by 
mixing with the microparticles. Even solid objects could 
be impregnated internally with the microparticles, or the 
microparticles could be mixed with fluid materials during 
the manufacture of the solid objects, e.g. in a mould. 



Claims 



1 0. A tagging compound comprising one or more set or 
sets of microparticles according to Claims 7, 8 or 9 
mixed with a powder, fluid or gas, such that the pres- 

nce of the microparticles in the mixture is undetec- 
£ table to the naked ye. 

11. A tagging compound according to Claim 10, com- 
prising a paint or ink or fluid dye. 

io 12. A tagging compound according to Claim 10, com- 
prising a smoke dye. 

13. A container for tagging an object or objects with a 
readable code, containing a tagging compound ac- 

*5 cording to any of Claims 1 0 to 1 2 inclusive, and hav- 
ing means for dispensing the tagging compound 
from the container. 

14. A method of marking an object invisibly with a ma- 
20 chine-readable code, characterised by applying to 

the object a set of microparticles according to Claim 
8 or Claim 9. 



1 . A mtcroparticle which is invisible to the naked eye 
and which is marked with digitally-coded machine 
readable information, characterised in that the mi- 
croparticle is in the form of a wafer whose thickness 
is from 0.1 um to Sum and whose width and length 
are both in the range of O.S^im to 50um 

2. A microparticle according to Claim 1 wherein the 
machine readable information is in the form of a bi- 
nary code. 

3. A microparticle according to Claim 1 or Claim 2 
wherein the microparticle incorporates an orienta- 
tion marker. 

4. A microparticle according to any preceding claim 
comprising silicon, silicon dioxide, or a metal. 

5. A microparticle according to Claim 4, comprising 
aluminium, silver or gold. 

6. A microparticle according to any preceding Claim, 
whose machine readable code is readable by an op- 
tical device. 

7. A microparticle according to any preceding Claim, 
in which the code is representative of data compris- 
ing a multiplicity of bits. 

8. A set of a multitude of substantially identically-en- 
coded microparticles each according to any preced- 
ing Claim. 

9. A set of microparticles according to Claim 8, all be- 
ing of substantially the same size and shape. 



15. A method of marking a vehicle invisibly with a ma- 
chine-readable code, characterised by applying to 
the vehicle a set of a multitude of substantially iden- 
tically encoded microparticles, in which the set of 
microparticles is part of a tagging compound ac- 
cording to Claim 11 and is applied as a coating to 
the vehicle surface. 

16. A method of marking an inherently valuable item 
such as jewellery invisibly with a machine-readable 
code, characterised by applying to the inherently 
valuable item such as jewellery a set of a multitude 
of substantially identically-encoded microparticles 
each invisible to the naked eye and marked with dig- 
itally-coded machine readable information, in which 
the set of microparticles is part of a tagging com- 
pound according to Claim 11 and is applied as a 
transparent hardenable lacquer to the surface of the 
item. 

17. A method of marking an inherently valuable item 
such as a plastics card, such as a credit or charge 
card invisibly with machine-readable information, 
characterised by applying to the inherently valuable 
item such as a plastics card, such as a credit or 
charge card, a set of a multitude of substantially 
identically-encoded microparticles each invisible to 
the naked eye and marked with digitally-coded ma- 
chine readable information, in which the set of mi- 
croparticles is part of a tagging compound accord- 
ing to Claim 11 and is applied selectively as an ink 
or lacquer. 

18. A security device for cash machines or other public 
access dispensing devices, fitted with a container 
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according to Claim 1 3 in the form of an automatical- 
ly actuable smoke canister filled with the tagging 
compound which comprises a smoke dye. 



Patentanspruche 

1. Fur das bloBe Auge unsichtbares Mikroteilchen, 
das mit einer digital codierten, maschinenlesbaren 
Information markiert ist, dadurch gekennzeichnet, 
daB das Mikroteilchen die Form einer Scheibe auf- 
weist, deren Dicke in einem Bereich von 0, 1 jim bis 
5 pm und deren Breite und Lange beide in dem Be- 
reich von 0,5 urn bis 50 urn liegen. 

2. Mikroteilchen nach Anspruch 1, bei dem die ma- 
schinenlesbare Information die Form eines binaren 
Codes aufweist. 

3. Mikroteilchen nach Anspruch 1 oder 2, wobei das 
Mikroteilchen eine Orientierungsmarkierung um- 
faBt. 

4. Mikroteilchen nach einem der vorhergehenden An- 
spruche, das Silizium, Siliziumoxid oder ein Metall 
enthalt. 

5. Mikroteilchen nach Anspruch 4, das Aluminium, Sil- 
ber oder Gold enthalt. 

6. Mikroteilchen nach einem der vorhergehenden An- 
spruche, dessen maschinenlesbarer Code durch 
eine optische Vorrichtung lesbar ist. 

7. Mikroteilchen nach einem der vcrhergehenden An- 
spruche, bei dem der Code fur Daten reprasentativ 
ist, die eine Vielzahl von Bits umfassen. 

8. Satz von einer Mehrzahl von im wesent lichen iden- 
tisch codierten Mikroteilchen, jedes gemaB einem 
der vorhergehenden Anspruche. 

9. Satz von Mikroteilchen nach Anspruch 8, die alle im 
wesentlichen dieselbe GroBe und Form besitzen. 



10. Markierungszusammensetzung, mit einem Satz 
oder mit mehreren Satzen von Mikropartikeln ge- 
maB Anspruch 7, 8 oder 9, gemischt mit einem Pul- 
ver, Fluid oder Gas, so daB die Anwesenheit der 
Mikroteilchen in der Mischung fur das bloBe Augen 
nicht detektierbar ist 



11. 



Markierungszusammensetzung nach Anspruch 10, 
die eine Farbe oder eine Tinte oder einen fiuidfor- 
migen Farbstoft enthalt. 
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12. Markierungszusammensetzung nach Anspruch 10, 
mit einem rauchformigen Farbstoff. 



13. Behalter zum Markieren eines Objektes oder von 
Objekten mit einem lesbaren Code mit einer Mar- 
kierungszusammensetzung nach einem der An- 
spruche 10 bis 12 einschlieBlich und mit einer Ein- 
richtung zur Abgabe der Markierungszusammen- 
setzung aus dem Behalter. 

14. Verfahren zum unsichtbaren Markieren eines Ob- 
jekts mit einem maschinenlesbaren Code, gekenn- 
zeichnet durch Anbringen eines Satzes von Mikro- 
teilchen gemaB den Anspruch 8 oder 9 an das Ob- 
jekt. 

15. Verfahren zum unsichtbaren Markieren eines Fahr- 
zeuges mit einem maschinenlesbaren Code, ge- 
kennzeichnet durch Anlegen eines Satzes einer 
Mehrzahl von im wesentlichen identisch codierten 
Mikroteilchen an das Fahrzeug, wobei der Satz der 
Mikroteilchen Teil einer Markierungszusammenset- 
zung gemaB Anspruch 11 ist und als Beschichtung 
auf die Fahrzeugoberflache aufgebracht wind. 

16. Verfahren zum unsichtbaren Markieren eines von 
Natur aus wertvollen Gegenstandes, wie beispiels- 
weise eines Schmuckstuckes, mit einem maschi- 
nenlesbaren Code, gekennzeichnet durch Aufbrin- 
gen eines Satzes einer Mehrzahl von im wesentli- 
chen identisch codierten Mikroteilchen, von denen 
jedes fOr das bloBe Auge unsichtbar ist und mit ei- 
ner digital codierten maschinenlesbaren Informati- 
on markiert ist, auf den von Natur aus wertvollen 
Gegenstand, wie beispielsweise ein Schmuck- 
stuck, wobei der Satz der Mikroteilchen Teil einer 
Markierungszusammensetzung gemaB Anspruch 
1 1 ist und in der Form einer transparenten, hartba- 
ren Lackschicht auf die Oberflache des Gegenstan- 
des aufgebracht wird. 

17. Verfahren zur unsichtbaren Markierung eines von 
Natur aus wertvollen Gegenstandes, wie beispiels- 
weise einer Plastikkarte, wie beispielsweise einer 
Kreditkarte oder einer GebGhrenkarte, mit einer 
maschinenlesbaren Information, gekennzeichnet 
durch Anbringen eines Satzes einer Mehrzahl von 
im wesentlichen identisch codierten Mikroteilchen, 
von denen jedes fur das bloBe Auge unsichtbar ist 
und mit einer digital codierten, maschinenlesbaren 
Information markiert ist, an dem von Natur aus wert- 
vollen Gegenstand, wie beispielsweise einer Pla- 
stikkarte, wie beispielsweise einer Kreditkarte oder 
einer Gebuhrenkarte, wobei der Satz der Mikroteil- 
chen Teil einer Markierungszusammensetzung ge- 
maB Anspruch 11 ist und selektiv in der Form einer 
Tinte oder eines Lackes aufgebracht wird. 

18. Sicherheitseinrichtung fur Munzmaschinen oder 
andere offentlich zugangliche Verteilereinrichtun- 
gen, die mit einem Behalter gemaB Anspruch 13 
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ausgerustet sind, in der Form eines automatisch 
betatigbaren Rauchkanisters, der mit der Markie- 
rungszusammensetzung gefullt ist, die einen 
rauchformigen Farbstoff enthalt. 



Revendications 

1. Microparticule invisible a I'oeil nu et marquee avec 
une information codee nume^iquement lisible par 
une machine, caracterisee en ce que la microparti- 
cule est sous la forme d'une plaquette dont I'epais- 
seur est de 0,1pm ^ 5pm et dont la largeur et la 
longueur sont toutes les deux dans la plage de 
0,5um a 50u/n. 

2. Microparticule selon la revendication 1, dans la- 
quelle ^information lisible par une machine est sous 
la forme d'un code binaire. 

3. Microparticule selon la revendication 1 ou la reven- 
dication 2, dans laquelle la microparticule incorpore 
un marqueur d'orientation. 



12. Compose d'etiquetage selon la revendication 10, 
comprenant une teinture de fumee. 

1 3. Recipient pour etiqueter un objet ou des objets avec 
5 un code lisible, contenant un compose d'etiquetage 

selon Tune quelconque des revendications 10 a 12 
incluses, et ayant des moyens pour distribuer le 
compose d'etiquetage du recipient. 

10 14. Methode de marquage d'un objet de maniere invi- 
sible avec un code lisible par une machine, carac- 
terisee par I'application a I'objet d'un ensemble de 
microparticules selon la revendication 8 ou la re- 
vendication 9. 

15 

15. Melhode de marquage d'un vehicule de maniere in- 
visible avec un code lisible par une machine, carac- 
terisee par I'application au vehicule d'un ensemble 
d'une multitude de microparticules codees de ma- 
20 niere sensiblement identique, dans laquelle I'en- 
semble de microparticules fait partie d'un compose 
d'etiquetage selon la revendication 11 et est appli- 
que comme revetement de la surface du vehicule. 



4. Microparticule selon Tune quelconque des revendi- 
cations precedentes, comprenant du siljcium, du 
dioxyde de silicium, ou un metal. 

5. Microparticule selon la revendication 4, compre- 
nant de ('aluminium, de I'argent et de Tor. 

6. Microparticule selon Tune quelconque des revendi- 
cations precedentes, dont le code lisible par une 
machine est lisible par un appareil optique. 

7. Microparticule selon I'une quelconque des revendi- 
cations precedentes, dans laquelle le code est re- 
presentatif de donnees comprenant une variete 
d'elements binaires. 

8. Ensemble d'une multitude de microparticules co- 
dees de faeon sensiblement identique chacune se- 
lon I'une quelconque des revendications preceden- 
tes. 

9. Ensemble de microparticules selon la revendication 
8, toutes etant sensiblement de la meme taille et de 
la merne forme. 

10. Compose d'etiquetage comprenant un ou plusieurs 
ensembles de microparticules selon les revendica- 
tions 7, 8 ou 9, melanges avec une poudre, un fluide 
ou un gaz, de sorte que la presence des micropar- 
ticules dans le melange est indetectable a roeii nu. 

11. Compose d'etiquetage selon la revendication 10, 
comprenant une peinture ou une encre ou un fluide 
de teinture. 



25 16. Methode de marquage d'un article de valeur, tel 
qu'un bijou, de maniere invisible avec un code lisi- 
ble par une machine, caracterisee par I'application 
a 1'article de valeur, tel qu'un bijou, d'un ensemble 
d'une multitude de microparticules codees de ma- 

30 niere sensiblement identique, chacune invisible a 
I'oeil nu et marquee avec une information codee nu- 
meriquement lisible par une machine, dans laquelle 
I'ensemble de microparticules fait partie d'un com- 
pose d'etiquetage selon la revendication 11 et est 

3S applique comme un vemis durcissable transparent 
sur la surface de I'article. 

17. Methode de marquage d'un article de valeur, tel 
qu'une carte en plastique, une carte privative ou de 

40 credit, de maniere invisible avec une information li- 
sible par une machine, caracterisee par ('applica- 
tion sur I'article de valeur tel qu'une carte en plasti- 
que, une carte privatrve ou de credit, d'un ensemble 
d'une multitude de microparticules codees de ma- 

45 niere sensiblement identique, chacune invisible a 
I'oeil nu et marquee avec une information cod6e nu- 
meriquement lisible par une machine, dans laquelle 
Pensemble de microparticules fait partie d'un com- 
pose d'etiquetage selon la revendication 11 et est 

50 applique selectrvement comme une encre ou un 
vemis. 

18. Dispositif de securite pour des distributees de 
billets ou autres dispositifs de distribution accessi- 

55 bles au public, pourvu d'un recipient sefon la reven- 
dication 1 3 sous la forme d'une bombe de fumee ac- 
tbnnee automatiquement remplie avec le compose 
d'etiquetage qui comprend une teinture de fumee. 
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